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I 

THE PROBIEM \ 

1. To oo mid or the Insecurity of NATO communications .opd / 
natioml oanmmlcatdorB cf Mi TO countries, incluling a review of the con- 
clusion of the 1951 US/UK Conference on the Security of[ 



w-* 






Communi ca- 



tions, In or dor i 

a. To determine vhether the MiTO Governments diculd be approached 
with a View to Inproving their conmunicatiore security; 



c. To develop, if such an opproaoh should be made, (1) a specific 
plan for improving the ueoirity of ihTO communications aid cf the natioml 
ocoroniaatiorB cf NATO countries and (2) a specific plan for approaching the 
v NATO Gkwerransrti « . 

FACTS DI^uING ON THE PROBLEM AND DISCUSSI ON 

I. ASSUMPTIONS AS TO THE CQMIMT 
CAPABILITY OF THE USSR 

2. This Report is predicated upon the assumption that: 

a. The capabilities of the USSR to intercept and exploit 
radio communications are at least equivalent to those of the US 



b. The USSR monitors all landline connunicatlons passing 
through its own or- satellite territory. The possibility that it has 
access to other communications passed solely by landline cannot be 
excluded, but there is no evidence to assess the extent of this 
possibility. Any traffic obtained by the USSR from landlines can 
be exploited to the same extent as traffic obtained from radio 
transmissions. 
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II VALUE TO HE USSR OF COMDJT DERIVED FROM 




a. Although the US and UK views differ as to the current value 




Footnote 1. 



It should be noted that the security oyaten of SATO provides sufficient 
protection for "COSMIC” ^ad "NATS" ccmaunications passed electricall;*. 
However the NATO security system does not provide protection for national 
econuttlcatlons carrying related information, nor do all the SATO countries 
confine "NATO" and "C03MIC" ccnmunications to approved channels. Recent 












Footnote 2 (Continued) 




b. The value to the Russians of the COHINT derived from the 
communications of Individual NATO countries will vary directly with 
both (1) their vulnerability and (2) the extent to which they contain 
information, the compromise of which would be damaging to the US or 
the UK. 

U) 

are on this basis alone thought to represent no 
current or predictable source of valuable intelligence 
to the USSR. 

( 2)1 

volume of their communications and the relatively 
slight participation of these countries in matters 
which would involve critical information, are also 
thought to represent no current or predictable 
source of valuable intelligence to the USSR. 
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of valuable Intelligence to the UGSR„ 

4. Dlplamatle eghifS' ln wartime. 

It is considered that on outbreak of active hostilities the 
value to the USSR of the information derived frcea the ccrssuaications 
of HAT3 countries would be greatly increased . 



5. Arm d Forces 



in peace and war. 
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are 



that 



ought to be denied to the Coonunists. 

b. In general it la thought that under peace time conditions 
Armed Forces communications are unlikely to be an Important sou roe 
of valuable Intelligence to the USSR. In cases of limited hostilities, 






It is, however, considered that 

j-vwo 

vulnerable Armed Forces oCjSBrs are a menace to the national interests 

\ ; ; 

of the UK and the US and in the case of general hostilities would 
besoms a real danger. 

HI. 7ALU'v TO THE USSR OF JMTKI.T.iroMC1j QN NATO 
COUNTRIfcS DERIVED FROM NOH-CCMIWT SOURCES 

6. Clandestine Sources 

a. Non-CCMINT clandestine means of obtaining intelligence 

0*JV^v| 

cannot be regarded as a^substituto for COMINT as a source of 
intelligence. In particular, in areas where C OKI NT is effective, 
clandestine intelligence is generally less timely, less complete 
and less authoritative than COMINT. Information from clandsotine 

sources needs a sometimes difficult process of evaluation before it 
can be accepted} is dependent on the availability of comnuni cations ; 
and is frequently subject to considerable delay before it is received 




value of intelligence from clandestine sources can frequently be 
greatly increased by correlation with COM I NT. Moreover, the capacity 
to sustain successful clandestine arrangements to obtain Intelligence 
often depends upon information derived fro® CQMIMT. 
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b. Although it oust bo presuasd that penetration of SATO 
notions by agents of the USSR exists and will continue 
to exist, It Is considered that, at least, so far as 



the T JD, UK, i 

Increasingly difficult. 



concerned, this la becoming 



there has been a definite 



Improvement In the overall security situation, and 
further improvements are planned. In the Armed Forces 
and security agencies specific steps have been taken 



to place in effect a security system which Is 




of Decanfeer, 1952 ^ Sewsvem*. there remain 
significant handicaps— political and administrative — 
to improvement . The level of overall security is 



In the light of these developments it cannot be 
assumed that clandestine sources of Intelligence for 



the USSR will be significantly reduced in 



the near future. Nevertheless, the operation of 
clandestine sources is expected to became Increasingly 
difficult, and, therefore, it is felt that the USSR 
could not find adequate compensation for the loss of 
potential COMXffT through increased clandestine activity. 

(2) As regards other NATO countries from which the 
potential value of COMER 1 is estimated to be 
high there Is Insufficient collated evidence 
available to this conference to assess the 
state of their security. In particular there is 
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not available any report such as that produced by 



c. In time of war, due to the introduction of security measures 
which are not possible in peacetime , clandestine operations 
become much aore difficult. The ready means of communica- 
tion afforded by diplomatic missions and consulates are 
also no longer available. It is therefore considered that 
the value of information from clandestine sources will be 
substantially diminished at least initially by an outbreak 
of hostilities. 

7. Other Sources 

a. It is difficult tc assess to what extent open sources 
(newspapers, trade publications, public documents and 
statements, etc,) or diplomatic reportage could be a 



sources and that, even during peacetime, this Intelligence 
may increase substantially in voluma and value at any time. 
In wartime, censorship and other extraordinary security 
measures, will reduce drastically the flow of Intelligence 
from such sources, and the value to the IL.3R of any 
available COMINT will be correspondingly increased, 
b. It should be noted that, as in the case of clandestine 
sources, the value of intelligence from other sources can 
be greatly increased by information derived from COMINT. 
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o. 



d. 



VI TB^IOA^FACICRi ftFFKCTIfO ACT! LH T0 0E TAESW 
11* Inasmuch as it appears to be impr -Ctical to attempt corrective 
motion tor provision of new equipment, motion rfiould initially be mined 
at the lnprov ament cf available cryptosystems aid communications practices 
wherever possible* It is oomidered that such improvement can be effective* 
12* Mo setter what initial approadi is agreed the proper authorities for 
hardline? issues cf this nature axe the oosanuniaatiora security agencies 
of the MTO nations concerned. This consideration is re-inf creed by that 
stated in paragraph 11 above. It is the rs fere important to associate 
the communications ©eourlty agencies with the action prop® ed at as early 
a stage as possible. The same reasaniig applies to the use of oowmmioa- 
tion security authorities to originate the action* Further factors in 
support of these considerations are that r 

a* The security and irteUlgense factors enum rated in paragraph 10 
above make this the safest procedure* 
b* Far reasons of economy it is desirable that existing agencies 
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consnonioatloiB security channels. Two examples <£ such 
instances are enclosed herewith as Apperdix A. 

33. T.b iritorrelati ore hips between transmission oocurity and oqrpbo* 
security axe suoh that a completely successful program to 1 nprtm 
oonramicat bne security asst deal effectively with both. 

14 « It Is considered that there Is no way to deal effectively with 
disregard of n CCUMIC n ard "NAT O' 1 ooornunications security regulations 



Hons security attitude and practices of the offending countries. 

(DOtVin/'GT crpz 

vn QBHt awL ^ W ’ -iuBniT a p tii Agg B cr xi P ..ACTioN, t a aa 

9 

1$. The Conference is agreed that tbs factors enumerated in paragraphs 
10 through 34 above cm best be not by uiixg the eads ting comnunio ationi 
security machinery of the Staid ing Croup. It is realised that the 
Standing Group cm not issue directives about mattex^cutslde the scope of 
the military aspects of NATO, but it would seem right to use existing 
Stand Izg Group oaAireiy in an advisory capacity, since the security of 
Iftf 0 is jeopardized by Insecure national communications . 




means to be determined and agreed by appropriate UB and UK authorities, 
with ft viewt 

10 
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Group as the NATO mechanism to improve the communications a o oar it y of 
th« other N\TO nations and after successful initiation of the discussions 
desoribed in 16b above, the Jtarding Group will issue a muncrandm to 
all member nations which will i 

a« Express disquiet at the potential danger to overall NiTO 



> potential d 



security of the insecurity of the connunlcatlonB, either diplomatic or 






s or dangerc 



Ur^L Ar^ 
rpt (graphic and 



oownunicationB practices and procedures. This list will be finally 
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<&. The approach described above Involves ccnpllcated issues 

vhlch .iaeefcm* intelligence and political, as veil as ocsnunications 

A > ■ .1 

security/ problems . These will require special attention and 

rapid coordination between the US and UK until the precise direction 
end success of this program have been assured. Among the several 
liaison arrangements which exist now in these fields there does not 
exist the specific informal mechanism which would afford the 
representation and flexibility required for this purpose. 




C0HCUBI0H3 









source of highly valuable intelligence for the USSR. 






authoritative intelligence of high value through other sources 
of Information. 





country wight dei'ect iveto the il-uvi ; Jliance io not estimated 



to affect the validity of this conclusion, 
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26* Aotioo should be taken innediately to rectify 

vulnerable oaaaunicatlcns eecurity practices of SATO countries. 

A 

29. Intelligence and security considerations require that 
any remedial action taken, vhile designed to he effective. 



non-NATO nations. 

30. Certain technical factors and general considerations 
require that the action taken should! 

a. Attack violation of HAS) ccnsunlcatlons security 
regulations through improvement of the overall 
ocoaunlcatlon security attitudes end practices 
of offending NATO countries. 
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a. Utilize the Machinery of the Standing Croup of 
SATO as the instrumentality for improving the 
security of the national communications of other 
NATO countries. 

d. Be taken through ccnaunieations security channels, 
using existing cawunieations security agencies 
vherever possible. 

e. Be aimed at the laproveaent of available crypt ooysteas 

and communications practices ^ther 

than at the provision of new equipment . 

14 
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a. The foregoing conclusions be approved and 
supersede those of the 1951 UK-US Conference 
on the Security of | ~~| Cccaunlcatlonfl* 

b. !H» program in paragraphs l8 through 2U be undertaken 
in accordance vith the conclusions and, in 
particular, that the steps enumerated in 
paragraph 32 should be undertaken inaed lately,, 
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PRACTICES AHD PROCEDURES 



12 June 1953 
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I* UR8BCIPHERED CODES 

1. Uhenciphered codas are totally iaacceptabla In diplomatic 
uw far transmission of class If lad information. Id Armed Forces 
cc— aunloatlons they are acceptable only when changed at very 
frequent Intervals and when It la not considered essential to maintain 
the security of the information far more than two or three days 

from the introduction of the code. 

II. ADDITIVE SYSTEMS 

2. Any additive (or subtracter or minuend) system la dangerous 
unless special precautions are taken in the construction of the additive 
itself. Many procedures that may be regarded by^the-pnofseeiflaal' 
iippt inpeshar as "special precautions" are deceptive as to security and 



may even in themselves create weaknesses. 

3* Encipherment by additive can only be guaranteed to be 
secure when the additive le used on a strictly "one-time" basis, and 
systems that permit depth gain little or no security from the additive. 

h. Encipherment by non -one-time additive is highly dangerous, 
but can be acceptable in certain circumstances for limited traffic 



provided that precautions are taken to minimise overlap and to prevent 



cryptanalysts from finding any overlap that may arise 



* JyV>V 



in. « 5 N-ADDITIVE HARD SYSTEMS 







guaranteed to be secure. 



XV. MACHINE CIPHERS 

6. Machine ciphers vary greatly in the amount of security they 
afford. Failure to observe la every detail proper instructions for 
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operation any lead to aesproaiaa oven with the best machines o 
Other# , such as the vail -knave 

an insecure unless precautions an taken over and above those 
reccDnendad by the manufacturer „ Others, again., are basically 
Insecure and should In no circumstances be uoed,. 



Co With proper precautions this machine can give very good 
security for a limited amount of traffic, but in view of 
the mtEber of different dangers that can arise in varying 
conditions of use, for vliich it is impossible to legislate 
in advance, member cat fans who wish to make use of the 



Vo TRANSMISSION SECURITY 

6. Ciphers, however good individually, are not enough to ensure 
communications security « Transmission techniques and message formats 
can in themselves provide considerable intelligence to a traffic analyst. 
Although there are practical limitations, the ideal to be striven 
for is that the traffic neither of any one type (e.ge naval, eir foz-ce, 
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12 June 1953 
APPEHDIX B (continued) 



eta.), oor at any one nation should he distinguishable by external 
characteristics. Again, Intelligence o an be gained by study of 
the organisation and procedure of radio networks and by use of radio 
direction -finding . in easy cases, especially In Araed Forces ccmaunl cations, 
a skillful enemy can Obtain valuable intelligence by collation of 
apparently uninformative pis dm laegsags- message^. It follows, 
therefore, that full communications security demands that special 
precautions be Observed in such matters as the Judicious employment of 
Indicators , the selection of callsigns and of frequencies, radio 
procedures, and the restriction of the use of plain language. 
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